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Network Login ID and Emaill

Find your NM ID

You will receive an email with your NM ID
and temporary password.

Your NM ID, also called your NM username, gives you access

to most NM systems, including NM Interactive (NMI) and Epic.

When you first log in, you’ll create a strong password. This
password will remain the same unless you change it.

Your password must contain 12 or more characters and
characters from three of the four categories below:

1. Uppercase letters
2. Lowercase letters
3. Numbers
4

Non-alphanumeric characters such as: ~!/@#$%"&* -
+="NO{J]:"" <>, 2/

Get Ready

e You willneed your NM ID and email address. These are
different:

o NMID: nm+8-character employee ID.
o Email: firstname.lasthname@nm.org.

e Ifyour password was found in a data breach, you will be
prompted to enter a different password.

e Contactthe MyNM Service Center at 312-926-4357 if you
cannot remember your password.

If you have any questions, contact MyNM Service Center at 312.926.4357.

Access to NM emaiil

Only Northwestern Medical employees and independent

physicians who meet the eligibility criteria will receive an nm.org
email address. This includes:

NM employees
Physicians employed by NM
Medical residents and fellows of NM

Physicians who are appointed to medical staff leadership
positions, participate in committees that regularly manage
peer-review proctored information, are contracted by NM to
perform clinical services, or are members of an NM
hospital-based department.

Independent physicians have several
communication options:

Epic In Basket and Haiku mobile app. All physicians and
advanced practice providers (APPs) are granted access to
Epic’s built-in In Basket messaging function and mobile app.

Vocera Collaboration Suite is a HIPAA-compliant secure app
for messaging and calling NM physicians and APPs.

Email. Non-employees will have their preferred non-nm.org
email address published in the NM corporate directory. You
may use this email address to communicate with NM
workforce members. NM has implemented email encryption
technology to protect sensitive information in transit.

Note: NM discourages sending sensitive information to/from
web-based email services such as Gmail or Yahoo.

Paging. Spok Mobile is a mobile paging app. It can be used
along with or instead of a physical pager. It supports
messages of 160 characters or less. It should not be used for
sensitive information, including protected health information
(PHI).

Additional information is available under the Mobile App section of
this guide.
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Access NM Interactive

NM Interactive (NMI) is a portal that Access NM apps

provides access to NM internal apps and You can access applications through the App Launcher (waffle

imporTQ nt information. menu) in the upper left corner of NMI. You can pin apps for easier
access.

After opening NMI, you can access resources such as:

e Information and news articles

e  MyNM Service Center Knowledge Base

e Clinical applications, such as Epic and PACS
e  Physician on-call schedule

am on Friday for National Wear Red

e Medical and pharmacology information

e Online phone and paging directory

On your first day, you will have access to NMI and MyNM
Service Center.

Access NM|

NMI is the default home page for browsers on NM Access MyNM Service Center
workstations. Use the top menu to view Resources,
Department pages, Policies and Procedures and more.

Mlnteractive
RESOURCES DEPARTMENTS POLICIES AND PROCEDURES SYSTEM LINKS You can launch MyNM Service Center USing the link in the upper

When you log into your NM workstation, you are automatically
logged in to MyNM Service Center.

NWM My Tiene Timcecping Training is ive MORE INFORMATION:> right-hand corner. This gives you access to your personal

B ® o

information as well as resources from HR, Finance, Information
Services and Workplace Services.

m o

@

Day

If you have any questions, contact MyNM Service Center at 312.926.4357. Northwestern Medicine Information Services 6



Access NMI from home

NMI can be accessed from the internet on any device using
your NM credentials.

e  Gotonmi.nm.org and complete the login steps.

e When your device is not on the NM network you will be
required to use two-factor authentication through
Microsoft Authenticator.

Set up Microsoft Authenticator

Microsoft Authenticator is a mobile app for Apple and Android
devices that supports two-factor authentication to access NM
applications and systems. It generates a six-digit security code
that is entered with your NM username and password to
access NM systems remotely from a personal device.

You will need to use a computer for a few steps so that you
can scan the barcode with your smartphone or tablet.

1. Install the Microsoft Authenticator app from your
device’s app store.

[

24

2. Switch to a computer for steps 3-4.

3. Enter aka.ms/mfasetup in your browser address field to
access the Multifactor Setup page.

Follow the directions on each page to complete the setup.

Oper

Authenticator

Approve

Scan Your Barcode o
Request

If you have any questions, contact MyNM Service Center at 312.926.4357.
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Mobile apps

Epic Haiku and Canto

Epic Haiku and Canto are secure, HIPAA-
compliant mobile apps that enable
clinicians to review and interact with a
patient chart.

e  Epic Haiku is available for iOS and Android phones.
e  Epic Cantois available for iPads only.

e Both apps enable access to hospital, clinic and surgery
patients without storing data on a user’s device.

These apps can be used to:

e View labresults

e Review and manage medication orders.
e Review and compose notes.

e  Capture clinicalimages.

e File professional charges.

e Manage In Basket messages.

Install and configure the Haiku or Canto app

1. Install the Haiku or Canto app using your device’s app
store.

2. Scanthe appropriate QR code with your device’s camera
to configure the app.

Haiku for iOS or Android

Canto for iPad

@?*.:' o ’3:*;:?!...:. ::ng

Depending on the device, either Haiku or Canto will
open. The NM Epic instance appears at the top of the
screen.

IR o

If you have any questions, contact MyNM Service Center at 312.926.4357.

Log into Haiku or Canto
1. Open the Haiku or Canto app on your device.

2. Enteryour NMID and password.

If you are having trouble logging in, contact the Service Desk at
312.926.4357 (HELP).

Use Haiku and Canto across multiple instances

If you use Epic instances at multiple health systems, once the NM
instance has been added, the top of the login screen will display a
list of available instances. You can switch between health systems
by selecting the desired instance from the list.

For Android users

e |Ifthe QR code does not launch the Haiku app, download a
third-party QR code scanner from the Google Play Store
and use the third-party app to scan the Haiku QR code.

Northwestern Medicine Information Services 8



Vocera Collaboration Suite

Vocera Collaboration Suite is a HIPAA-compliant

V secure app for messaging and calling NM
physicians and APPs. It is used at most, but not

= all, NM sites.

You must actively manage your availability in the app and
respond to communications while on shift.

App features

e  Make calls, view recent and missed calls, and transfer or
forward calls.

e Callforwarding: Set this up in your Vocera profile so you
receive calls on or off campus.

o During transitions: Forward calls to a colleague for
the next shift.

o When unavailable: Forward calls to another number
(for example, during a procedure).

o Off shift: Turn off call forwarding and log out of
Vocera if you do not want to be contacted.

e  Statuses: let others know your availability.
o Available (green): Calls and texts will come through.
o Do notdisturb (orange): Silences calls and texts.

o Unavailable (red): You will not get calls or texts.

e Attach images and patient information.

e Search: Use site-specific or systemwide directory to
search by name, role, specialty or group.

e Access: On and off campus and from a desktop
computer through NMI > App Launcher (waffle menu) >
Applications > Vocera Web Console.

Communications Etiquette Guidelines define appropriate
times and ways for staff and physicians to reach you.

If you have any questions, contact MyNM Service Center at 312.926.4357.

Vocera install instructions

Install the Vocera app from your device’s app store. Once
installed, complete the setup using the device specific instructions

below.

Installinstructions for iPhones.

Installinstructions for Android devices.

Connect to NM Wi-Fi for Apple Devices.

Connect to NM Wi-Fi for Android Devices.

Additional Information

e Additional Vocera Resources are available on
Physician Forum.

e Vocerawillnotimpactyour ability to use other
apps on your device, such as Epic Haiku and
Canto, Dragon and Spok Mobile.

Northwestern Medicine Information Services 9
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Spok Mobile
\\

N

A\ [

Spok Mobile is a mobile paging app for your smartphone or

tablet. It can be used along with or instead of a physical pager.

It supports messages of 160 characters or less. It should not
be used for sensitive information, including protected health
information (PHI).

You should have received an email from Spok Mobile. The
email contains the username and password that you will use
to register your device. If you cannot locate the email, please
contact MyNM Service Center at 312.926.4357 for assistance.

Set up Spok Mobile app
To set up the app on your device, follow these steps:

1. Install the Spok mobile app from your device’s app
store.

2. Openthe Spok Mobile app after it has been installed.

3. Enteryour 10-digit Spok wireless number in the
Username field. This was sent in your registration email.

4. Enterthe password you received in the same registration
email.

5. Selectthe license agreement link in the registration
email.

6. Select Accept the License Agreement.
You must agree to these terms before you can sign in
and use the app.

7. Select the Sign In button to finish registering your device
with Spok Mobile.

Additional Information

e  Getmore details, including how to adjust your
notification settings

If you have any questions, contact MyNM Service Center at 312.926.4357.

Northwestern Medicine Information Services
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Duo Mobile

Duo Mobile is a smartphone-based application with
two-factor authentication that physicians and APPs
can use to e-prescribe controlled substances
within Epic.

You will need to use a computer for some steps below, so that
you can scan the barcode with your device.

You willreceive an email with a personalized enrollment link.
1. Open the email using a laptop or desktop.
2. Click the personalized link in the email to self-enroll.

3. Select Start setup to begin.

M

Powered by Duo Security securtty

Protect Your Northwestern
Medicine Account
Two-factor authentication enhances the security of your account by using

» secondary device o verdy your idenity This prevents anyone hut you

£3m Accessing yDir ACToUNT, Evan if They snaw your password

This process will help you set up your account with this added layer of

4. Select Mobile phone and then Continue.

M

Powered by Duo Security

What type of device are you adding?

©  Mobile phone =

) Tablet iPad Nexus7, etc)

5. Enter your mobile phone number and select Continue.

6. Checkthe box to the left of mobile number to confirm it
is correct.
7. Select Continue.

Fnter your phone number

M

+1 6305551212 v

ox: (201) 234 5578

had |

B (630 555-1212n's 15 tha cormrect number.

o

If you have any questions, contact MyNM Service Center at 312.926.4357.

8. Selectyour phone type and then Continue.

What type of phone is 630-555-1212?

 IPhone
+ Androld

J BlackBerry
' Windows Phone

~  Other (and cell phones;

9. Follow the prompts to finish installing the Duo app from your

device’s app store.

10. Select | have Duo Mobile installed when completed.

M

Install Duo Mobile for Android

1. Launch the Gocgle Play Store agp
and search for ' Duo Mobile’
2 TapInstall” ro instal the app

m 1 nave Luo Movile installed

A QR code or scannable barcode will appear.

11. Follow the screen prompts to open the Duo app and scan the

bar code.
You may need to allow access to your camera in order to
scan the barcode.

12. Select Continue.

Activate Duo Mabile for Android

1 Open Duo Mooile
2. Tapthe "= button
3. Scan this barcode.

o Lo |

13. Select Automatically send this device a Duo Push from the
When | login list.

14. Select Finish Enrollment.

Northwestern Medicine Information Services 11



Visage Ease

Visage enables clinicians to efficiently access and
'\ view images from the NM PACS system anytime

and anywhere.

With Visage, you can:

e UseaniPhoneoriPad to access patientimages
performed at any NM location.

e Loginusing either facial or fingerprint recognition.

e View the entire patient jacket and load comparison
studies in seconds.

e Access basic PACS tools, such as window/level,
pan/zoom and momentum scroll.

e  Generate 3D reformats with the touch of a button.

How to install Visage Ease

Visage Ease is accessible both on and off the NM network. This
setup requires a Microsoft Authenticator code. Visage Ease is
not currently supported on Android devices.

Follow the steps below to install and configure Visage Ease on
your iPhone or iPad.

1. Install Visage Ease from the Apple app store.
Do notinstall Visage Ease Pro. NM does not use this
app.

2. Openthe Visage Ease app after it is installed.

3. Entervisage.nm.org in the Server field.

4. Select next twice, and then select go in the bottom right.
Do not enter a username or password in the fields
provided.

Login

@ passwir $ pa
qwerty tiop

gwertyuiop
a) 5! \dl it [l i ™ [kl asdfgh k |
o Z2xecevbnm & G Z x ¢ vbnm
space. »

)

If you have any questions, contact MyNM Service Center at 312.926.4357.

5.

6.

7.

Enter your NM username (nm123456@nm.org), when the NM
login screen appears, then select Next.

Enter your NM password and select Sign in.

10:329 411 56 -

M Northwestern
Medicine

« nm234328@nm.org

Enter passwy
Pa ]

Enter your six-digit Microsoft Authenticator code.

o Ifyou have set up Authenticator to send you a text
message, enter the six-digit code that is texted to you.

o Ifyou have set up Authenticator to generate the code in
the Microsoft Authenticator app, enter the six-digit code
that appears in this app.

8. Select Next.

M Nodhwestam
nm2343288nm org
Enter code

5] Please type in the code displayed on your

sutherticator app from your dovice

Don't ask again for 1& days

g troutye

You will now be logged in to Visage Ease.

Northwestern Medicine Information Services 12
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Use face ID and fingerprint to log in
When you return to the login screen:

e  Yourusername will auto populate.

e Do notenteryour password on this screen.

e Tap Connectin the lower right corner.

If you have any questions, contact MyNM Service Center at 312.926.4357.

Automatic logout

The Visage Ease app automatically logs you out after two minutes
of inactivity.

e Ifface ID orfingerprint login is enabled, you will be prompted
to use it to reconnect.

e Ifface ID or fingerprint login is not enabled, you must enter
your password to log back in.

Reauthentication timing
Your login experience depends on how long it has been since your
last login:

e  Within 16 hours: If face ID or fingerprint login is enabled, you
will use this method to log in automatically.

e  After 16 hours but within five days: You must re- enter your
password.

e After more than five days: You must re-authenticate using
your username, password, and two-factor authentication.

Northwestern Medicine Information Services 13



Clinical kiosks

Clinical kiosks are shared workstations in
clinic settings and outpatient
departments at NM hospitals.

These workstations provide authenticated access using
Imprivata proximity card readers. Tap your badge for easy
access to Epic and other applications. These kiosks also
support tools like Dragon Dictation microphones and
document scanners.

Enroll your badge for tap & go access

Complete these steps for new ID badges or the first
time you badge into an NM workstation.

If you cannot complete the setup after beginning,
click the Xin the upper right corner to prevent another
user from enrolling under your badge.

1. Tapyour badge on the reader.

2. Select Enroll this card now.

Enroll a new proximity card

You used @ proximity card that s not enrole

You must envall each p
with your network account

nﬂusiuu!
L o
3. Enteryour NM username and password.
4. Click Next>.

Confirm your identity

.
Enterthe cardholdsr's natwork credentials. (((
Usermame

doctorl 5
Password ]
ecsccccce R
“ - Cancel ancolling this card

(M, : 411

If you have any questions, contact MyNM Service Center at 312.926.4357.

5. Click Done when the confirmation appears.

Click Done 0 go to your desktop. « .
ladgrvkwlliﬂl;
bl o |

Your desktop session will launch.
Clinical kiosk login screen

Imprivata authenticates your NM username and password for fast
and secure access to:

e  Epic Hyperspace

e  Communication tools (NMl and email)

e  Productivity tools

Loginto a clinical kiosk
There are two ways to login to a clinical kiosk.

1. Badge: Tap your NM ID badge on the black badge reader
below or behind the monitor.
If you have not used your badge for 13 hours or more, you
need to enter your NM password to continue.

2. Keyboard: Type your NM username and password inthe login
window.

Northwestern Medicine Information Services 14



End your session on a shared clinical kiosk
Epic will already be launched on this type of computer.
Remember to disconnect your session before you walk away. You

do not have to close Epic before ending your session. When you
disconnect, Epic will secure any open records and return to the

Access your Citrix applications Shared Kiosk login panel.
1. Open Citrixto access your home drive and other Citrix- 1. Close any browser windows, home-drive folders and other
based applications. applications.

2. Useone of the three options below to end your session.

Tap your badge.

"""" ‘ Click the mouse.
Use the mouse to Lock icon on the task bar.

&
- N
My Data Outlock Web
Access 365

{/\/ "+ | Computer| »| TESTPHYS (\\nmshare.corp.nm.org\nmhomes\T) (H) » My Documents »
— Use the keyboard.
2. Clickthe star nextto the icon to favorite the application Ctrl =
for easier access in the future. e
*
Epic
NM Epic Additional Information
Hyperdrive
If the badge reader doesn't light up when you tap your
badge to it, please contact MyNM Service Center.

Access NM web-based applications
e Launch Microsoft Edge to access NMI.

e Use the App Launcher (waffle menu) to open apps.

If you have any questions, contact MyNM Service Center at 312.926.4357. Northwestern Medicine Information Services 15
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Cybersecurity Program

The Cybersecurity Program aims to protect systems, identity CYberseCUI'“y reminders

and data assets by: e Do notshare your password with anyone.

*  Protecting workforce members and patients from e Passwords should be unique and different from passwords

internal and external threats. you use on other systems.

e Fostering a culture of security awareness and e Ifyou believe your password or computer has been
compliance throughout NM. compromised, please contact MyNM Service Center
e Protecting the confidentiality and integrity of NM data. immediately to reset your password.

e NMor NM Information Services staff will never send you an
email asking for your NM username or password.

The program includes:

* Yearly mandatory security and compliance training ) ) ) ]
e  Becarefulwhat you share on social media. Avoid posting

*  Periodic communications on security trends personalinformation publicly and consider minimizing your

e Phishing simulations to check workforce members’ social media presence.

awareness of attacks and what to do with phishing e Ifyoudo notknow the email sender, do not click links or
emails when they get them. attachments. When in doubt, report the email using the icon
below and then delete the email.

If you have cybersecurity questions or concerns, !
please contact the Cybersecurity Team. Report
Message ~

Protection

This can be found on email Message ribbon.
e Always check the spelling of web domains.

e Instead of clicking links, type web addresses into your
browser’s address bar manually.

e Ifyousee something, say something. Contact Information
Security by submitting a Cyber Security Report.

If you have any questions, contact MyNM Service Center at 312.926.4357. Northwestern Medicine Information Services 16
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Al policy and tools

NM is dedicated to ensuring that all artificial intelligence (Al)
solutions, whether developed internally or by outside vendors,
follow our safety policies, ethical standards and legal
requirements.

e You are accountable for the appropriate use of Al tools
and the use of information generated from Al tools.
Review NM's Al policy. It outlines when to use it and your
responsibilities.

e  External Al tools, such as virtual scribes, must be
reviewed by IS, the Office of General Counsel, and
Compliance before you can use or implement them at
NM.

e To protect NM data, including patient information, NM
restricts access to unapproved and unsupported Al
websites. These may not provide the protection that NM
requires.

Resources
. NM’s Al Policy: NMHC IS 01.9001.28

If you have any questions, contact MyNM Service Center at 312.926.4357. Northwestern Medicine Information Services 17
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Downtown IS Tech Desk

IS supportis available on-site at Northwestern Memorial Hospital on the second floor of the Feinberg
Pavilion in room 2-714.

Hours

Monday through Friday, 7amto 4 pm (except NM holidays) TeCh SUppOI'i'

o NM and Northwestern University each have
qualified professionals who can help with
your tech needs.

Scheduling an appointment willensure resources are
available to help you with your issue, especially on days

with many requests for support, such as Day One.
o For help with NM devices, applications or

= systems, contact MyNM Service Center at
visit. 312. 926.HELP (4357).

e  For help with Northwestern University
devices, applications or systems, contact

AVGlICIbIe services the NU IT Support Center at 847.491.4357

e Paging support for Spok Mobile and physical pagers (option 5) or email them.

e Visit nmhc.service-now.com/walkup to schedule a

e  Mobile device configuration for NM provided apps

. e Standard support for Citrix and other NM applications.
e Remote access assistance

If you have any questions, contact MyNM Service Center at 312.926.4357. Northwestern Medicine Information Services 18
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